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User Access Control

User Access Control (UAC) is a windows security feature that allows a non-administrator to perform
administrative tasks by entering the administrator credentials in the UAC elevation prompt. In case of remote
support, you cannot run applications, reboot, send alt+ctrl+del nor perform administrative tasks on the remote
computer without obtaining the administrative privileges. Ensure that Run As Service (Technician
console>Session>Run As Service) is enabled once you start a remote session by entering the Admin credentials in
the UAC elevation prompt. Otherwise, when you try to perform tasks that need administrative privileges, Zoho

Assist will prompt a dialog as shown below.

UAC screen detected in your customer's computer.
Run Service Mode to access it.

Once you click Run Service Mode, the UAC elevation prompt will appear on your screen as shown below.

Do you want to allow the following program to make

changes to this computer?

Program name:  Date and Time
Verified publisher: Microsoft Windows
File origin: Hard drive on this computer

To continue, type an administrator passwerd, and then click Yes.

“Jsr:r name l

I | I Password I

Domain: ZYLKER

Connect a smart card

@ Show details

Now you can enter the administrator credentials shared by the customer to obtain privileges, with which you can

install applications, change computer settings, reboot and send alt+ctrl+del without having to switch users, log
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off, or use Run As. If the technician doesn't know the administrator credentials or if the customer doesn't want to

share it, the customer himself can enter the credentials in the prompt that opens up at his/her end.

https://help.zoho.com/portal/en/kb/assist/user-guide/general/articles/useraccess-control


https://help.zoho.com/portal/en/kb/assist/user-guide/general/articles/user-access-control

