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Multi-Factor Authentication

You can add an extra layer of security by enabling Multi-factor authentication (MFA) for users in your
organization. MFA is a security process in which the user provides various authentication factors to verify who
they are. Various authentication modes such as SMS, Time-based OTP, Touch ID, Push Notification, Smartphone

or QR Code can be set up according to your preference.

e How to set up multi-factor authentication?
¢ How to activate MFA for newly added technicians in the organization?

e How to reset lost or forgotten passwords for users?

Steps

How to set up multi-factor authentication?

¢ Go to Settings and choose Multi-factor Authentication below Security & Compliance.
e Click on the link Zoho Directory.
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Protect your account by adding an extra layer of security with Multi-Factor Authentication.

IP Based Restriction Follow these two simple steps to enable MFA for your organization.
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General Data Cleanup
1. Create a portal in Zoho Directory and add Zoho Assist
Rel;cvte Go to Zoho Directory and create an account for your org by entering your
R Company Name and Portal Name. Once created, add Zoho Assist to the
existing list of applications.
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foeess 2. Enable Multi-Factor Authentication
c Click on the tab Security Policies and choose Multi-Factor Authentication.

Security & Now choose the type of authentication you prefer and click on Enforce
Compliance MFA.
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Once this feature is enabled, additional verification (SMS, Time-based OTP, etc) will be required for any further logins.

e Need help?
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e Enter your Company Name and Portal Name and click on Create Account.
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Why Zoho Directory ?

Company Name

Zoho Directory is a centralized admin console for easy
management of all services in our organization. The Portal Name

prime feature of Zoho Directory is the unification of

user management (i.e) all features including adding a (https://directory.zoho.com/directory/)
user, admin operations for the org etc, can be done

through a single admin console. Phone Number

The Active Directory sync tool helps you to sync the
Active Directory data with Zoho cloud so that you will
Create Account
never lose your data. You can also get reports of the
total usage of your organization like the services used

by the users, their login history etc.

e Now go to Security > Security Policies and click on Getting Started.
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Security Policies That Safeguard Your
Business
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E— OnrgzIEer Enhance the security of your organization by defining company

wide security policies which can be customized according to your

88 Applications need.
g Users
E Admins E‘ﬁ Password Policy \ ' | |
. If your employee's password is easy to spell then it's easy to steal. “
2 Groups Mandate a strong password to prevent unauthorized access.
MM Domains C_E Multi-Factor Authentication (MFA)
Add additional security layers like Touch ID or Push Notification to \)
U Security your account using your phone.
%]  Device Management Fo Allowed IPs
Restrict the IPs from which your account can be accessed. This way
&) Directory Stores unnecessary logins from unwanted places can be avoided.
4 Reports

Getting Started

Contacts

e Zoho Assist app will be directly added to Directory
¢ Open the Multi-Factor Authentication tab under Default policy and click Setup .
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Strengthen your users' account security by enforcing a second level of authentication:

You can enforce the following MFA modes:

s Zoho OneAuth - our own authenticator that offers multiple sign-in modes and passwordless sign-in.

e Other authenticator apps such as Google Authenticator and Authy, which generates OTPs for sign-in.

* Hardware security key such as YubiKey and Titan Security Key.

() Wantto try it yourself 2 Configure MFA for your account

() Chatwithus iG]

Select the authentication modes of your choice, enter the number of days for MFA lifetime and click

Update Policy.
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® To know more about the authentication modes, MFA lifetime and backup recovery codes, you

can refer to this article.

Once enforced, additional verification such as SMS, OTP, etc, will be required for further logins.

How to activate MFA for newly added technicians in the organization?

If you have added a new technician in your organization, you can invite them to have a MFA set up by following

the below steps.
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¢ Go to Settings and choose Multi-factor Authentication below Security & Compliance.
e Click on MANAGE.
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Multi-factor authentication (MFA) has been enabled for your organization. Click on m
1P Based Restriction MANAGE to alter or disable MFA setup for your users.
General Data Cleanup
Reset Password
Remote If you are the Admin of the organization, you can reset the user's MFA setup by following the steps below.
support
1. Go to Zoho Directory and click on the tab Users.
a
Unattended O_'r 2. Click on Reset Password. Enable Notify Users and enter your password.
Access

3. A mail would be sent to the particular user containing the new password.
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Once reset, the new password should be used for further logins. Need help?

®

Integrations

- & IS &, Chat with our experts

e Navigate to the Users tab. The users who have been newly added will be marked as External.
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e Choose the specified user and then click Convert to Org.
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e An invite mail will be sent to the user. On clicking Join Now , MFA will be activated for that user.

How to reset lost or forgotten passwords for users?
If you are the Admin of the organization, you can reset the user's password by following the steps below.

¢ Go to the Users tab in Zoho Directory, select the user(s) and click Reset Password.
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¢ Enter a password manually or use the Generate password option. Enable 'Email the new password to the

users' option and click Reset.
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Reset Password

New Password
sessesssace ® Generate Password

w| Force users to change the password on login

Active Login Sessions

Web sessions will be cleared automatically

Clear mobile sessions and API tokens

~| Email the new password to the users

Reset Cancel

¢ A mail would be sent to the particular user containing the new password.

¢ Once reset, the new password should be used for further logins.

https://help.zoho.com/portal/en/kb/assist/user-guide/general/articles/two-factor-authentication


https://help.zoho.com/portal/en/kb/assist/user-guide/general/articles/two-factor-authentication

